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1.5 billion emails daily

29

Substantial portion of “documents

never printed
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at are all these

pducing and requesting material that
ally (“ESI”), and includes:

form Data—email, word processing
pcuments, spreadsheets, etc.

“Meta-Data”—characteristics of the final form data
such as who wrote it, who changed it, who viewed it
and when. In some cases it must be produced.

O Raw Data —collected data that can be re-formulated
into usable form, such as taking raw accounting

data and generating a comparison chart
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slectronic “"dumpster diving”

e dumpster gets bigger and bigger
—The dumpster gets truly emptied less and less
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strong share on the

ake switching costs high. If
our technology by default on every

en they will be less inclined to

irchase a competitive solution”

—Complaint, United States v. Microsoft Corp.

D — O S VXGN
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hat (the solar technology)
n, let [the buyer] have the

O on the sale of 1ts solar subsidiary
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From:

Sent:
Toti
Cer
Subject:

Sentiemen,
Jur group has g
oeen strincs®inis customer ’;‘*“-ﬂq for years with o ISes
'1‘”"805 we should wait unfil the lawsuits come 'pouring
‘ney are suffering on a daily basis. We can't buy any more ur“r*.u with
‘nan later
Ne have used up all of cur
S (ot sar]
an additional yo
snare that il atiords

‘0 complete this oroiect

injuries that
sooner rather

uiative r;’iL,;’T“w]

Ne need results

series

ses ‘o avoid dealing with this ountable o the schedule
year. This schedule was akgy f e supplier agreement for
an not afford to lose a $3,000 OOO acuount along w‘th Lhe mgh profit margin and market
e need to know if we are going to get the engineering time and resources

\ i ;
ms ol Airsiistamrar and mava an Dlacaca adidiscs ASAD
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much our company
tiff], but 1t must have been
e our product is just like

WO engineers exchanging emails 1n
Infringement suit

D — O S VXA
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, Increasingly, will be
as well.

s “electronic notes”
that C&O of fire was “likely
ded cooking on the stove.”

., Invoices, payroll records, AR
nformation, purchasing information,
versions of the K at issue (with attribution
and timing of changes)
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d January 2008
le Down
reat Opportunities for Mischief

Game-Changing Sanctions and
alpractice

« Opportunity!?
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Is that this duty
ation actually being filed,
IS “reasonably anticipated.”

und for sanctions

res development of litigation hold
licy

* Rule of Thumb: over-preserve!

* Can you trust the custodians?
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Changes

ederal jurisprudence
to scope of permissible

rt to order that parties “conduct
overy” on ESI issues10 days before
onference

ee Committee Note)

s your stuff and how long do you keep it?
at for production

rivilege Agreements

— Proposed cost shifting or cost sharing

— Metadata

— See Proposed ESI Protocol on D. Md. Website to impress your
friends....and scare your enemies
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ety of places and
pect you to potentially
and produce:

5 (including home and laptop)

Devices (PDA’s, thumb drives, zip drives, GPS)
ant and Text Messages

/oicemail

Web Sites

Legacy and Back-up Data

* Third-Party Locations
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g must be detailed, not usual lawyer

est of “accessibility” is can end user get to it?
ourt may nonetheless order production and/or cost
shifting

—As technology gets better, this showing will get more
difficult to make

—E.g., client archiving systems
© 2008 J. Mark Coulson & W. Lawrence Wescott Il



tion

pecify form of production (e.g.,
Aiff, “native”)
or without metadata (or some meta data)

e Instead produced as maintained or in a
able” (i.e. searchable) format

Other side may request testing or sampling, but
typically will not be allowed to do on-site

Inspection
— This may avoid needle in haystack '
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st-production assertion of
In reasonable time if reasonable
s were in place

agreement with other side like “claw
ck”

But....Not binding on third parties absent court
order
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nctions

safe harbor” for ESI
gh routine and good faith
a computer system”

e autodeletion that occurs with almost every
puter system

obust federal jurisprudence on sanctions in e-
discovery, with and without intent or bad faith

» Particularly vulnerable in “preservation” stage
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ntiary

el American
d. 2007)

st Evidence (preference for original)

— Prejudice

* And this was at Summary Judgment
stage!
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ntertainment (Defense) (SDNY)

ry Guidelines

.g., ‘Suggested Protocol” in D. Md.)

X & Sandler's Maryland Discovery Problems & Solutions
dona Principles

e Uniform Rules

Kroll On-Track Monthly Case Reporter
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gh email from 8 members of her group

nt due to pornographic websites and screen
ers computers

own by “new” version of employee review after she

rp. says employee was running ebay business from work
n during work hours and texting her friends all day instead of
swering phone

harm Corp. also claims employee deleted key files from company
laptop prior to leaving
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d employee

deleted from both laptop and
ers

puters in service:

ages of hard drives

| out existing hard drives and replace with new drives

Put images on new drives
» Original drives preserved and available for analysis
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ortant? (i.e. last accessed
date of files)

ection methods preserving metadata
e required
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le e-mail server used
of e-mail database
e-mail databases of “key players”

es may be present on local PCs (i.e. Outlook —
of local .PST files)

ut automatic deletion policies — may need to be

hird party e-mail? Company should have right of access
— If Gmail/Hotmail utilized — may be challenging to get access

— PDA/Blackberries? Generally, e-mail not stored on such
devices, but should confirm
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company texting service?
ave expectation of privacy
n company policy

Stored Communications Act could be
icated — see Flagg v. City of Detroit, 2008
.S. Dist. LEXIS 64735 (E.D. Mich. Aug. 22,
2008)
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lew was produced

om HR computer system, may
eserve records relating to employee

ord document, where was review
produced? Worst case scenario — may need
to pull hard drive of machine to preserve prior
versions of review
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overy only, not discoverable

ster recovery, tapes will only cover the
eral days of data — doesn’t make sense to
tem using old data

gain understanding of backup tape scheme

. Cache La Poudre v. Land O’Lakes, 2007 U.S. Dist.
XIS 15277 (D. Colo. Mar. 2, 2007) : “Land O'Lakes has
400 servers, each of which is backed up on a daily basis,
weekly for five weeks, monthly for a year, and annually
forever.”

— Determine Which tapes could have relevant data
— Useful in case many documents have been deleted
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staff trustworthy?
players” buddies with the

enue of attack on data integrity
Ify collection by neutral third party

y to search for .JPEG or .GIF
ages/movies

* Advisable to agree on search terms with
other side
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ocument repository
ents collected is

searching of documents

ents can be coded, bates stamped,
acted for privilege

— Easier to produce documents — options to
produce Iin different formats (PDF/TIFF, or
native)
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drives

of Slacker employee review

st establish good cause — may be
ent on how much “active” data is found

y be able to resist production of costly
Inaccessible data on grounds that inaccessible
data Is duplicative
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